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Harmony Computer Configuration Requirements

Introduction

Thisdocumentprovides basic steps thatwillhelp you use allfeaturesin Harmony, especially for

previewing reports, printing reports or downloading files.

Hardware/Software Minimum Requirements

Harmony works best when you use the "Harmony certified system requirements". Your

computer must meet the minimum system requirements outlined below. If your computer

does not meet these requirements, you may not be able to use all or some features of

Harmony.

Harmony Certified System Requirements

Operating System:

Windows 7 / Windows 8.1 / Windows 10

Browser: Certified: Internet Explorer 11
Note: If using Harmony versions 8.1.1 or later, Internet Explorer
Compatibility View settings should be disabled. For versions prior
to8.1.1, Internet Explorer Compatibility View is required.

Processor: 2.0 GHZ processor or better

RAM: 2 GB (minimum) 4 GB (recommended)

Screen Resolution

Minimum: 1024x768 (1280x1024 is ideal)

Internet Access:*

40-45 Kbps (kilobytes per second recommended for each
concurrent user)

Maximum Latency

100ms or less

Microsoft

Certified: Microsoft Office2003,2007,and 2013, InfoPath2003and
2007

Supported: Microsoft Office 2007, 2010, and 2013, InfoPath 2010
Note that Microsoft Office 2013 is only Supported for Windows 10 at

thistime.

*Harmony does not support dial-up access
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Harmony Computer Configuration Requirements

PLEASE NOTE: While it is possible that Harmony will work on other browser versions/platforms or
alternate operating systems (such as MAC operating systems), the software may not perform as
expected.

Supported Operating System and Browser Combinations

Harmony works best with Internet Explorer. If you use other browsers you may not be able to use all
of Harmony's functions. The following tableillustrates the Operating System and Internet Explorer
browsercombinationsthat are supported and certified for use withHarmony applications.

Operating System and Browser Matrix
Operating system' IE Browser Version Certified? Supported?

Internet Explorer 8 — 32 bit No No

Internet Explorer 9 — 32 bit No No

Internet Explorer 9 — 64 bit No No

Windows 7 SP1 Internet Explorer 10 — 32 bit No No
Internet Explorer 10 — 64 bit No No

Internet Explorer 11 — 32 bit Yes Yes

Internet Explorer 11 — 64 bit Yes Yes

Internet Explorer 10 — 32 bit No No

Windows 8.1 Internet Explorer 10 — 64 bit No No
Internet Explorer 11 — 32 bit* Yes Yes

1

Operating System: Operating systems often have updates from their manufacturer. Make sure you
keep your operating system updated. The Harmony website also gets updated so it can to work with
these. Harmony provides notice of updates as available.

2 Certified: Means that the Harmony website may get updated to work with this platform. Ifthere
are problems with these browsers or operating systems, there may not be a solution until the
browser or operating system itself issues a way to fix it.

3 Supported: The Harmony website works best with these. To get the best results, use the
supported operating system and Internet Explorer for your browser.

Mediware Information Systems, Inc.
11711 West 79th Street, Lenexa, Kansas 66214 | Mediware.com | 1.888.Mediware

©2016 Mediware Information Systems, Inc. All Rights Reserved. Confidential and Proprietary. ‘) Mediware 4



Harmony Computer Configuration Requirements

Harmony will not work with Windows Vista. If you use Windows Vista you need to get a supported
operating system and Internet Explorer.

Operating System and Browser Matrix

Operating system’ IE Browser Version Certified? Supported?
Internet Explorer 11 — 64 bit® Yes Yes
Windows 10 Internet Explorer 11 — 64 bit Yes Yes
Microsoft Edge — 64 bit No No

Notes:

e  Browsers (like Internet Explorer) also get updated over time. Make sure you install Internet Explorer 11 and
allow it to get updates on your computer. Avoid using old links or thumbnail icons on your desktop. If you think
you already have Internet Explorer 11, check here to be sure https://www.whatismybrowser.com/

e  Download Internet Explorer 11 here https://support.microsoft.com/en-us/help/17621/internet-explorer-

downloads

e AsoflJanuary 12, 2016, Microsoft will not update earlier Internet Explorer versions except for Internet
Explorer 11. Although earlier versions of Internet Explorer may still continue to function on your
computer, they will not work with Harmony. If you are using an earlier version of Internet Explorer, you

should get Internet Explorer 11.

Confirming Your Configuration

PleasefollowthestepsbelowtoconfirmyourinternetBrowserversion, OperatingSystemversion,

RAM, and Processorspeed:

Verify Internet Browser Version

1. Clickthislink or copy and pasteitintoyourInternet Explorer Browser:
http://www.whatismybrowser.com/

Note your version under the section called “YOUR WEB BROWSER IS”. Internet Explorer version
11 is displayed in the example on the next page:

4 Harmony only supports Internet Explorer 11 on Windows 8.1 in “Desktop Mode”. “Metro Mode” is not supported.

° Harmony only supports Internet Explorer 11 on Windows 8.1 in “Desktop Mode”. “Metro Mode” is not supported.
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@ WhatlsMyBrowser.com

YOUR WEB BROWSER IS:

Internet Explorer 11 on Windows 10

IS YOUR WEB BROWSER UP TO DATE?

v Your web browser is up to date.

Ads by Google

YOUR WEB BROWSER'S CAPABILITIES:

Is JavaScript enabled? Yes How to enable JavaScript
Are Cookies enabled? Yes How to enable Cookies

Is Flash installed? Flash 20.0 is installed
Is Java installed? Java 8.0 update 73 is installed

SpecialConsideration:If youdo notwantlInternetExplorerto be updatedautomatically, be sure
to unchecktheboxnextto“Installnewversionsautomatically”. You need to make sure you get
these updates if they will not be done automatically.

About Internet Explorer X

Internet
Explorer1

VYersion: 11.0.10240.16683
[ Update Versions: 11.0.28 (KB3134214)
| Product 1D: 001350-20000-00003 - AA459

® [ Install new versions automatically

2 2015 Microsoft Corporation. All rights reserved.

Close

Verify Operating System version, RAM and Processor Speed

1. Click the “Windows” button
2. Inthe Search box, type: “dxdiag”
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Harmony Computer Configuration Requirements

3. Press “Enter” on yourkeyboard

Z] Microsoft Excel 2010 » Pictures

"9 Trillian "
%) Skype »
e Omnia Designer » Downloads

Music

% Snipping Tool
‘n Osonia bnteniewes Recent tems
I'. Microsoft Office Visio 2007 ’
2[ Microsoft PowerPoint 2010 »

EJ System Configuration Network

Computer

Control Panel
Devices and Printers
Default Programs
Admanastrative Tools

Help and Support

Run..
» All Programs -

!5 Shutdown v

4. If you see the following pop-up window, click “No”

.
DirectX Diagnostic Tool _‘ [

Do you want to check if your drivers are digitally signed?
To check your drivers, Windows might connect to the Internet, but doesn't send
personal information about your computer.

(

5. The ‘DirectX Diagnostic Tool’ window will open and you will see your Operating System

version, RAM, and Processing Speed
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Harmony Computer Configuration Requirements

€ DirectX Diagnostic Toal — pe

System Display 1 Display2 Sound1 Sound 2 Imput

If you know what area is causing the problem, click the appropriate tab above. Gtherwise, you can use the “Next Page” button belaw to
visit each page in sequence.

System Information

Current Date/Time: Wednesday, February 24, 2015, 8:57:59 AM
Computer Name: HISCWLT084852
Operating System: Windows 10 Enterprise 64-bit (10.0, Buid 10240)
Language: English (Regional Setting: English)
System Manufacturer: Dell Inc.
System Model: Latitude E5530
BIOS: Default stem BIOS
Processor: Intel(R) Core(TM) i7-3520M CPU @ 2.90GHz (4 CPUS), ~2.9GHz
Memory: 8192MB RAM
Page file: 4444VB used, 11823VB avaiabe
Direct Version: 11.2

[JCheck for WHQL digital signatures

DxDiag 10.00. 10240. 16384 64-bit Unicode Copyright @ Microsoft. All rights reserved.

Help Save All Information Bt

Adding the Harmony Portal & Applications as Trusted Sites

You need to add the Harmony website address as a “trusted site” in Internet Explorer. This
makes sure that you can log in and work within the website after your browser and/or the
Harmony site gets updates.

1. OpenlnternetExplorer

Click “Tools”

Click “Internet Options”

Ll

Click the ‘Security’ tab and select “Trusted Sites”
" Internet Options m

| Gener; Security xlemmthwr!cmlProqm[Advmd

Sdectazonemvneword\mgum.n:ugmgt

Internet  Local intranet] JEFSECETES | Restricted

\n =

, This zone contains websites that you —
W trustnot to damage your computer or

your files.

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

Medium

- Prompts before downloading potentially unsafe
(| content
- Unsigned ActiveX controls will not be downloaded

_|Enable Protected Mode (requires restarting Internet Explorer)
Custom level... | efault leve

[ Reset all zones to default level

(o J[ coms ]
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5. Click “Sites”

Internet Options

SR

Select a zone to view or change security settings.

General | Security | privacy | Content | Connections | Programs | Advanced |

@ & v O

Internet  Local intranet Restricted

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All
[ Medium

ca content

- Prompts before downloading potentially unsafe
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

sites I

Default level

| Resetal zones to defaultlevel |

6. Enterthetrusted website name and click Add:

TBA

Trusted sites

Add this website to the zone:

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

https://login.harmonyis.net

Websites:

Lfdd

| Remove

[V]Require server verification (https:) for all sites in this zone
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7.

Click “Close”

8. Click“OK” onthelnternet Optionswindow

Internet Options m

[ General | Security |privacy | Content [ Connections [ Programs [ Ad:

4

Select a zone to view or change security settings.

@ & v 0

Internet  Localintranet IINCEETSY  Restricted
sites

Trusted sites

r 4 ( Sites

This zone contains websites that you
4 trust not to damage your computer or
your files.
You have websites in this zone.
Security level for this zone
Allowed levels for this zone: Al
Medium
- Prompts before downloading potentially unsafe
() content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
[ custom level... t

Reset all zones to default level

Configuring Pop-up Blocker

The Harmonyapplication willopen new windows or tabs while performing various tasks and steps,
and to ensure they open successfully, you can follow the steps below to turn off Pop-up blockerin

Internet Explorer.

1.

2
3.
4

OpenlinternetExplorer
Click “Tools”
Hover over “Pop-up”

Click the “Pop-up Blocker settings”

grin © - @ C || [l Signin

f

Reopen last browsing sexsicn

Crrie)

[Sn ] focnat Pxssecast
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Harmony Computer Configuration Requirements

5. AddtheAllowablesitestothelistandclickon Add ONLY ONE WEB ADDRESS HERE

TBA

Pop-up Blocker Settings u

. Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
E ' websites by adding the site to the list below.

Address of website to allow:

login.hamaryis.net|

Add

Allowed sites:
Femove
Remove all...
Muotffications and blocking level:
Play a sound when a pop-up is blocked.
Show Motfication bar when a pop-up is blocked.
Blocking level:
[I'H'Iedium: Block most automatic pop-ups v]
Leam more about Pop-up Blocker

6. Click “Close”

Previewing PDF Documents

Inorder to view PDF files within Harmony application, you need to install the free Adobe Reader ifit
isnotalreadyinstalled. Thisfree downloadcanbefoundhere: http://get.adobe.com/reader/
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There are some instances where Harmony applications will not properly display a PDF report. The
preview window may display with nothing in it or display and then quickly disappear. This happens if
you are not using Internet Explorer or if you do not have the latest version of free Adobe Reader. To
fix the problem, download Internet Explorer 11 and the latest version of Adobe Free Reader.

Browser Configuration Settings

1. OpenlinternetExplorer

2. Click “Tools”
3. Click “Delete...”
lnter-n.et Options ? 22

General | security | Privacy | Content | Connections | Programs | Advanced |

-

Home page -
l/? To create home page tabs, type each address on its own line.
.. s
A https://fs.harmonyis.net/adfs/Is/7wa=wsigninl.0&wt -

[ Use current ][ Use default ][ Use new tab

Startup
() Start with tabs from the last session
(@) Start with home page

Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[]Delete browsing history on exit

[ Delete... H Settings ]

Appearance

[ colrs || Lenguages |[ Fonts || Accessbiity |
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Harmony Computer Configuration Requirements

Browsing History/Temporary Files Setting/Enabling TLS

To ensure that your browser does not download the Harmony client application every time you

start InternetExplorer, please usethefollowingstepsto properly configure your Browsing
History/Temporary FilesSetting:

OpenlinternetExplorer
Click “Tools”
Click “Internet Options”

> w =

Onthe’General’tab, Uncheck“Delete browsinghistoryonexit”

Internet Options lilﬁ

General | Security | Privacy | Content | Connections | Programs | Advanced |

Home page
/? To create home page tabs, type each address on its own line.
-
i about:blank A
I' [ Use current ] [ Use default ] [ Use blank ] ||
Browsing history

’1 Delete temporary files, history, cookies, saved passwords,
¥+ ) and web form information.

[ ] Delete browsing history on exit

Delete... ][ Settings ]

Search
p Change search defaults. Settings
Tabs
~ || Change how webpages are displayed in Settings
[~ tabs.
Appearance

[ Colors ][ Languages ][ Fonts ][ Accessibility ]

ll Cooc) (e [ ooy | |l

5. Clickthe’Advanced’ tab
6. Under the 'Security’section:
a. Uncheck “Empty Temporary Internet Files folder when browser is closed”
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Harmony Computer Configuration Requirements
b. Check“Use TLS 1.0, TLS1.1and TLS1.2”

Note: Harmony supports TLS 1.1 and TLS 1.2 only; however, other sites may require TLS 1.0.

' | — v—
Internet Options |2 |

- — . W

| General | security | privacy | Content | Connections [ Programs | Advanced |

Settings

[ Empty Temporary Internet Files folder when browser is dc
En DOM Storage

[7] Enable Enhanced Protected Mode*®

! [¥] Enable Integrated Windows Authentication™

[¥] Enable native XMLHTTP support

[¥] Enable SmartScreen Filter

[] Enable Strict P3P Validation™

[¥] send Do Not Track requests to sites you visit in Internet E
[7] usessL 2.0

[V] UsessL 3.0

|

4

*Takes effect after you restart your computer
[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.
You should only use this if your browser is in an unusable state. |
| |
[ OK ] [ Cancel ] Apply
7. Click “OK”

File Attachments/Merge Documents

In order to download a file attachment or view a merge document, there are some Internet
Explorer security configuration settingsthat may needto bein place forthistowork properly.
These settings are configuredbyfollowingthesesteps:

1. OpenlinternetExplorer

2. Click “Tools”
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Harmony Computer Configuration Requirements
3. Click “Internet Options”

4. Clickthe ‘Security’ tab

19 i

Internet Options
EWW Mxy]mm]mmlmmlm

Select a zone to view or change security settings.

@ & /v O

Localintranet Trusted sites ~ Restricted
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
~To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[V]Enable Protected Mode (requires restarting Intemet Explorer)

(. (i
Reset al zones to default level

5. Click “Custom level...”

6. Pleasereviewthefollowing Download configurationstoensurethatyourcorporate T policy
willallow files to be downloaded. The settings that control this featureinclude:

a. Automatic prompting for file downloads

b. File download

‘923]_

Internet Options
<
Security Settings - Internet Zone X

Settings

[¢# Automatic prompting for file downloads
© Disable

Arrace data erviwrae arvace damaine
m »

*Takes effect after you restart Internet Explorer

Reset custom settings
Reset to: [M‘nm (default)
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